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Context




Dally life at UQ Is increasingly
data-centric

To maximise this potential, we need high-quality and reliable data.
This is why we are continuing to invest in our data capabilities, to
ensure it can be used to deliver value to the University, whilst

upholding the highest ethical and privacy standards.

Data Strategy & Governance #BeDataAware
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UQ’s data transformation journey

“UQ’s information is a core strategic asset that can be
leveraged to deliver value. As the quantity and value of data
grows, IT must continue to develop a modern and proactive

information management capability.

In the next three years, our information management
approach must ensure the quality, reliability and integrity of
UQ’s information, so that it can be appropriately used

to gain insights, make decisions and deliver value

for the University.”
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Data governance

Data governance is a collection of practices and processes, which helpsto

ensure the formal management of data assets within an organisation.

Data management

Data management is a collection of capabilities delivered through people,
processes and technology to ensure the confidentiality, integrity, availability,

guality and security of our information throughoutthe Information lifecycle.

CRICOS code 00025B 7
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Decision rights

Has enterprise level authority and accountabilityunder legislation for the ethical collection and management

fo I d ata at U Q of the University's information.

_ Information Leader
Data Governance defines the roles and

Provides strategic guidance regarding information requirements.

responsibilities, decision rights and controls, '

and processes used to manage UQ’s data

Information Domain Custodians

and information.

Oversees and implements safeguards to ensure the protection of information within a particulardomain in
accordance with policies, procedures, and rules setbythe Information Trustee and Information Leader.

Information Stewards

Ensures qualityand integrity of information daily, applying guidelines, and safeguarding information and data

from unauthorised access and use.

CRICOS code 00025B 9
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Everyone has a part to play in UQ's data landscape. Below is a quick overview of some of the key roles.

Information Creators

Information Creators capture or create
information (eg. Admissions Officers using Sl-
Net).

Information Domain Custodian

Information Domain Custodians are responsible
for defining and implementing safeguards to
ensure the protection of information within their
information domain (eg. the Chief Financial
Officer is responsible for the Financial domain).

Information Service Providers

Information Service Providers (ISP) provide
support to embed and implement governance
controls and processes. This group includes the
technical teams that provide system support and
manage access to information including our
information systems such as ITS, UQ library IT,
UQ institutes IT, etc.

Information Consumers

Information Consumers use information. They
select the best source of information to meet
their requirements for use (eg. A Service Desk
manager exporting information from their CRM
system to report on how quickly service requests
are resolved).

Information Leader

Information Leaders provide strategic guidance
regarding information requirements within one or
more information domains (eg. Deputy Vice
Chancellor [Academic] is an Information Leader
and is responsible for the information domains
related to curriculum and teaching and learning).

Chief Information Officer
The Chief Information Officer (CIO) sets strategic
direction of, and manages, IT at UQ.

Information Stewards

Information Stewards are responsible for the
guality, integrity and use of information on a day-
to-day basis (eg. The Director, Research Ethics
is responsible for Human Ethics and Animal
Ethics information assets).

Information Trustee

The Information Trustee at UQ is the Vice-
Chancellor (VC). The VC has enterprise level
authority and accountability under legislation for
the collection and management of the
University’s information.

You can read more about these roles and
responsibilities in the Information Governance

and Management Framework, available on
data.uqg.edu.au

CRICOS code 00025B 10
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Your role as Information Domain Custodian

A

Direction

Provide strategic
direction regarding
governance and use of
data.

Oversees a particular information domain(s)

Champion Culture change Enable

Champion data Promote training, Enable a data and digital
governance and awareness and change in literate community.
related initiatives to behaviours to improve
improve quality and data.
security of data.

#BeDataAware CRICOS code 00025B 11
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Information Domain e e EEE =
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UQ manages a vast amount of data and information. To : @% Cﬂ =) _;_} ‘”jj‘}f ""“} %
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organise and categorise this better, UQ has broken this down

into ‘information domains’.

An Information Domain is a broad category or theme under

which UQ information can be identified and managed.

#BeDataAware CRICOS code 00025B 13
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Custodian
Each domain consists of ‘Information Entities’ that should be
governed. "1 TT U i
| ,
An easy way to govern these information entities, is through nd Risk | (" BT
data modelling. Risk Gift Bt { Donor }
lolicy Adv:ll:zt:ledment Alumnus
Constituent Solicitor
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#BeDataAware
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*Update as appropriate =N JOrsing Information Stewards

Information Domain Information Domain Custodian

per Information Domain
Custodian

Although information governance
roles should be chosen
independently of UQ’s
organisational structure, the
recommendations for Information
Stewards of information entities
outlined here, will reflect a natural fit
to our organisational leadership

structure.

Facilities

Finance

Governance and Risk
Human Resources
ICT

Legal

Marketing

Services
Common
Organisation

Person

Director, Property and Facilities
Chief Financial Officer

Director, Governance and Risk
Chief Human Resources Officer
Chief Information Officer
General Counsel

Chief Marketing and Communications Officer

Chief Information Officer
Chief Information Officer
Chief Information Officer

Chief Information Officer

CRICOS code 00025B 15
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Data models are visual EEEEEmEEEE= e e
representations of either a whole 3 N N S T = e
information system or parts of it to == = == ===
communicate connections between e T —
data points and structures. The (E [ EE |
biective is to il ] f = & B
objective is to illustrate the types o - (—— 2 p—— —
data that is collected, stored, and =L ==
used within the system, the
relationships among these data

types, the ways the data can be

grouped and organised and its

formats and attributes.

#BeDataAware CRICOS code 00025B 17



Information
security
classifications

Information security classifications
are designed to categorise UQ’s
information assets (physical or
digital) based on its confidentiality,
availability and integrity needs.

A holistic, risk-based approach will
considerthe impacta compromiseto
the information asset might have on

the University’s broader profile.
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[ Was the information created, sent or received as part of your work for UQ? ]

ol [Za] UNOFFICIAL

Would unauthorised disclosure, modification or destruction of the information reasonably be expected to
cause serious harm to UQ, another organisation or an individual?

M e $Z> PROTECTED

NO
| |

YES
1

Would unauthorised disclosure, modification or destruction of the information reasonably be expected to
cause harm to UQ, another organisation or an individual?

— ves —CREED

NO
| |

[ Is this information intended to be publicly available? ]

& OFFICIAL - PUBLIC YES N [ OFFICIAL - INTERNAL

#BeDataAware CRICOS code 00025B 18
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Enterprise Data Ethics
Framework

Discussion Paper on
Enterprise Data Ethics

Data ethics is concerned with the

moral standards applied, and

assessments made when working

with data.

Good data ethics facilitates privacy,
transparency, fairness, and that
those using the data are following all
applicable regulations, and helps the

UQ community to feeltheir data is

safe.

#BeDataAware CRICOS code 00025B 19



Data website

A central location for the UQ
community to find information

on data and related resources,
consequently increasing availability
of information, and supporting

data literacy in the wider UQ

community.
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UQHOME CONTACTS STUDY MAPS NEWS EVENTS LIBRARY GIVENOW MY.UQ
THE UNIVERSITY
QUEENSLAND Data at UQ
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Home Data and information essentials Explore and access data Data storage Training and resources Contact

]
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Data and information essentials

Common data terms What is data management? What is data governance?

#BeDataAware CRICOS code 00025B 20
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Training

Some definitions

Data Raw data is a term used to describe data in its most basic digital format. Data is raw, individual facts that need to be

referred to as information

THE UNIVERSITY

Information Information
meeting min
applications
Knowledge KZOW‘EC'EIE i CO u rse co nte nt Course objective
judgements
to eat our lul + Definitions
« Foundations of data
Records Records are
of legal oblig governance
collections o
activity. As ¢ * Key elements of data
in the past, f governance

. Data management Data Governance and Management
T — " Koytakeaways Essentials

« Resources
Introduction to data governance and management at UQ

Presenter today:
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Data Strategy & Governance
Who are we?

Assisting daily operations in UQ’s data
landscape.

Our goals:

* Responding to regulatory requirements,

* Increasing the discovery, findability, and
controlled sharing of data,

* Enable improved management of the
Increasing volume and variety of data,

* Enhancing information security.
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Please reach out for further assistance

datagovernance@ugq.edu.au

data.ug.edu.au
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